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MORALE, WELFARE AND RECREATION (MWR)

MANAGEMENT INFORMATION SYSTEMS (MIS)

 AUTOMATED INFORMATION SYSTEM (AIS)

1. PURPOSE:  To establish a standard procedure for configuration and administration of MWR-MIS-AIS.

2. APPLICABILITY:  This SOP is applicable to all Army MWR-MIS-AIS implementations.

3. STANDARD CONFIGURATION:  The following list is a standard configuration for the LAN Central Control System (LCCS).  Changes to these configurations because of local directives must be reported in writing to the U.S. Army Community and Family Support Center, Attn: CFSC-IM-MIS (Configuration Manager), 4700 King Street,     Suite G, Alexandria, VA 22302-4409.

a.  Novell Server #1, Cubix #1, DOS Partition: 250 MB, Volumes: SYS = 2GB, Oracle: = 2GB, Applications: TLMS, SMIRF, OS: Netware 4.11 with service pack 6 Installed, R/W Replica NDS.

b.  Novell Server #2, Cubix #2, DOS Partition: 250 MB, Volume: SYS = 2GB, Rest= Free Space, OS: Netware 4.11 with service pack 6 Installed, R/W Replica NDS.

c.  Novell Server #3, Compaq Proliant 1600 (Primary), DOS Partition: 512 MB, Volumes: SYS = 2GB, DATA = 4GB, Oracle: = 4GB, Applications: SNACS, Rectrac V2, FMBS 2.0, OS: Netware 5.X Master Replica NDS.

d.  Cubix Processors: DOS 6.22, Novell Client Software with Rightime Y2K patch installed.

e.  Drive Mappings:  A typical user logging into the Army context will show the following drive mappings.

(1) Drives A through E map to local drives.

(2) Drive F: = QQ1_SYS:DATA\USER\Home Directory

(3) Drive H: = QQ1_SYS:DATA\COMMON

(4) Drive O: = QQ3_ORACLE:\FMBS

(5) Drive P: = QQ1_SYS:APPS\SMIRF

(6) Drive R: = QQ3_SYS:\RECTRAC

  (7) Search Drive Mappings

                 (a) Z: = QQ1_SYS: PUBLIC

                 (b) Y: = QQ1_SYS: APPS

                 (c) X: = QQ1_SYS: APPS\%OS\%OS_VERSION

                 (d) W: = QQ1_SYS: APPS\BATS

                 (e) V: = QQ1_SYS:APPS\DANET

                 (f) Z: = QQ1_SYS:DOC

 f.  Point of Sale (POS): PC's with Windows 95 or higher, cash drawer, receipt printer, Customer Pole Display, programmable keyboard (Robust operations only), Scan Device, NIC Card, Network Connection and Mouse.

g. Workstation Management: Incorporate PC's with Windows 95 or higher, NIC Card, Mouse, Laser Jet printer and Network access.

4. Procedures:  These procedures are to be augmented with any applicable local procedures.  The MWR-MIS-AIS does not include Email or office automation.  If these applications are included on the MWR-MIS-AIS, applicable procedures are required for local implementation.

      a.  System Administration: System Administrators should become familiar with the procedures defined in the System Administrators Manual for the Network Operating System (NOS), the PC Operating System (OS) and all MWR applications.

       b.  User Account Management.  User accounts are managed through an authentication access control process.  User accounts involve technical and access authentication. 

   
  1. Technical Controls.  

· Identification and Authentication

· Unique user ID.  (Do not use proper names or sequential strings).

· Invalid ID/passwords lockout should display an error feedback but not indicate which portion is incorrect.

· Lockout user Id until released by the ISO may be determined by local installation policy.

· Passwords must be 8 characters in length and consistent with DA guidance of mixed alphanumeric characters. 

· Users are granted rights to those applications and files needed to perform specific job functions.

· The reuse of a password parameter in Novell must be set to Never Allow Reuse of password.

· Unencrypted password should not be transmitted over the network.

· Password suppression should fully mask the clear-text representation of the password on monitors when the password is being entered.  

· User passwords should be changed at least every 180 days.

· System Administrator passwords are recommended to be changed every 90 days. 

· Procedures to close MWR system user accounts upon departure from a position will be established to disable the account immediately.

           2.  Authorization Access Controls

· Warning Banners should be displayed prior to initiating the system logon procedures to Department of Army MWR systems.

· Privacy Banners should be displayed on all unclassified but sensitive systems due to certain information maintained in MWR system databases (e.i. SSN identification).  The following banner should be displayed on these systems.  "INFORMATION REQUIRED BY THE PRIVACY ACT OF 1974: 10 USC 3031 - Principle Purpose: Used to collect, review, and account for Morale Welfare, and Recreation (MWR) patronage data.  SSN used to establish and maintain a numerical identification system for patron households.  Routine Uses: Establish an automated MWR activity registration reservation and utilization tracking system.  Disclosure: Voluntary.  Failure to furnish information requested may result in a delay in getting customer service at MWR activities."

· Check for prior logons.  Upon a successful entry into the MWR system, if possible the system shall display the date and time and port of entry of the user ID's last successful entry into the system.

· Documentation for user access should be requested by memorandum from the department manager.  This memo should be channeled through proper authority and upon review, the user is granted or denied an account to MWR system.

· Basic access control for ISO's shall be defined by local installation policy for users, groups to objects (directories, files and resource) using defined access rights.

       c.  Audit and variance Detection.  Novell’s audit features are recommended to be monitor user activity.  Audit trails are used to trace events to specific users or administrators.  At minimum a record should be written to the security audit trail for the following events.

· User logons, both successful and failed.

· Attempts to access objects (resources) or perform functions that are denied by lack of privileges or rights.

· Successful accesses 

· Changes to user security privileges/profiles

· Changes to the system security configuration

· Modification of system supplied software

· Creation and deletion of objects.

     d.  Emergency Backup and Contingency Planning.  Backup copies of data and system files should be regularly accomplished and adequately protected.  Servers are backed up in accordance with local installation policy.  At a minimum, weekly and monthly back-ups should be performed on the LCCS.   Backups shall be stored both on and off-site at a secure storage facility.  On site backups should be stored in a fireproof container.   Disaster recovery plans should be constructed by the ISO at each installation for the proper recovery of MWR system data.

      e. Archive:  Each system includes specific procedures for archiving activity data.  Strict compliance with procedures are required to ensure that exponential data file build-up does not occur.  Specific attention must be paid to month end and year-end procedures. 

      f.  Physical and Environment Protection.  The physical security of the LCCS must be safeguarded.  The LCCS should be located in a secured room.  Access to the LCCS room should be controlled via access sign in or access key.  Unauthorized personnel are not permitted in the LCCS location without proper authority or escort.      

      g. Temperature and humidity controls.  The room in which the LCCS resides should be monitored by thermostat, water and fire protection equipment. 

      h. Un-interruptible power supply.  Each installation LCCS is equip with an UPS system to sustain power for proper shutdown in case of emergency.   Other methods of power sustainment include the building backup generator.

      i.  Hardware and Software Maintenance controls.  Installation ISO's are instructed to review the MWR MIS web page (http://mwrmis.army.mil) for updated patches and new software releases to be fielded.  ISO's should review the MWR MIS web site at least once a week.

 j.  Security Awareness Training.  Initial Security awareness training is required for MWR system users.  Refresher and continuing training for MWR system users are recommended to take place annually.

5. REFERENCES:  The following Laws, statutes, circulars, publications, guidelines, manuals, instructions, and notices were used in whole or part incorporated into this SOP.

· DoD Directive 5200.28, DoD Information Technology (IT) Security Certification and Accreditation (C&A) Process (DITSCAP),                       30 November 1997.

· Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources, June 28, 1993.

· DoD Directive 5200.28, Security Requirements for Automated Systems, March 21, 1988.

· DoD Regulation 5200.2-R, Information Security Program Regulation, January 1997.

· DoD Regulation 5400.11-R, Department of Defense Privacy Program, August 31 1983.

· Army Regulation 215-1, Administration of MWR Activities and NAFIs.
· Army Regulation 215-2, The Management and Operation of Army MWR Programs and NAFIs.
· Army Regulation 215-3, NAF and Related Activities Personnel Policies and Procedures.
· Army Regulation 215-4, Nonappropriated Fund Contracting. 
· Army Regulation 25-1, The Army Information Management Program.
· Army Regulation 380-19, Information Systems Security.
· Department of Army Pam 25-1.

· Novell Netware System Administration Manual.

· OEM Technical Manuals for all Hardware.

· Application Specific System Administration Manual.

· Application Specific Users Manual.

· Non-appropriated Fund (NAF) Budget Guidance.

· Defense Finance and Accounting Services (DFAS), Red River Instructions.

· Department of Defense Instructions 1015.10, Programs for Military Moral Welfare & Recreation (MWR).

